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� BBaasseedd oonn MMIISSRRAA —

““GGuuiiddeelliinneess ffoorr tthhee UUssee 

ooff tthhee CC LLaanngguuaaggee iinn

VVeehhiiccllee BBaasseedd SSooffttwwaarree””

� SSeelleeccttaabbllee rreessttrriiccttiioonnss ttoo 

IISSOO//IIEECC 99889999::11999900 

ssttaannddaarrdd CC pprrooggrraammmmiinngg

llaanngguuaaggee

� TTAASSKKIINNGG iiss tthhee oonnllyy

ttoooollsseett ttoo iinncclluuddee tthheessee

uunniiqquuee ccooddee cchheecckkiinngg

ffaacciilliittiieess iinn ssttaannddaarrdd CC

ccoommppiilleerr ttoooollss

� SSuuppppoorrtteedd oonn mmaannyy

TTAASSKKIINNGG ccoommppiilleerr ttoooollss,,

iinncclluuddiinngg CC116666,, SSTT1100,,

TTrriiCCoorree,, MM1166CC,, XXAA,, 

aanndd 88005511

� WWeellll ssuuiitteedd ffoorr ssaaffeettyy-

rreellaatteedd oorr mmiissssiioonn-ccrriittiiccaall

aapppplliiccaattiioonnss,, oorr wwhheerree

ggeenneerraall qquuaalliittyy aanndd

rroobbuussttnneessss ooff ccooddee aarree

iimmppoorrttaanntt

SSUUMMMMAARRYY

The C programming language is today's de facto standard for high-level language

programming of embedded systems. Unfortunately, drawbacks in consistency 

and intrinsic quality make C somewhat unsuitable for programming safety-related

applications. Through enhanced code checking and strict enforcement of best

practice programming rules, TASKING’s MISRA C code checking helps programmers

produce more robust code. 

Since February 1999, TASKING has been the only toolset to include unique 

facilities in standard C compiler tools that help programmers produce code that

conforms to the guidelines defined by MISRA® (Motor Industry Software

Reliability Association, www.misra.org.uk). These guidelines are a major benefit 

to programmers of embedded products in safety-related areas such as automo-

tive, industrial control, communications, medical, and aerospace. But they are 

also valuable to any programmer of embedded applications concerned with the 

general quality and robustness of their work.

TTHHEE CC LLAANNGGUUAAGGEE IINN EEMMBBEEDDDDEEDD SSYYSSTTEEMMSS

In the last decade, an increasing percentage of embedded microprocessor appli-
cations have been written in the programming language C. In fact, C has turned
into the de facto standard for higher-level language programming of embedded
applications.

A number of causes have led to the increased popularity of C in this area:

� TThhee eevveerr-iinnccrreeaassiinngg ccoommpplleexxiittyy ooff aapppplliiccaattiioonnss ddrriivveess pprrooggrraammmmeerrss ffrroomm aasssseemmbbllyy ttoo tthhee hhiigghh-lleevveell
llaanngguuaaggeess..

� TThhee hhiigghh-lleevveell pprrooggrraammmmiinngg llaanngguuaaggee CC ooffffeerrss ggoooodd ssuuppppoorrtt ffoorr hhiigghh-ssppeeeedd,, llooww-lleevveell II//OO ooppeerraa-
ttiioonnss.. PPrrooggrraammmmeerrss ooff eemmbbeeddddeedd aapppplliiccaattiioonnss ppaarrttiiccuullaarrllyy aapppprreecciiaattee tthhiiss mmiixxeedd hhiigghh//llooww-lleevveell
aapppprrooaacchh..

� IInn ccoommppaarriissoonn ttoo ootthheerr hhiigghh-lleevveell llaanngguuaaggee ccoommppiilleerrss,, CC llaanngguuaaggee ccoommppiilleerrss tteenndd ttoo ddeelliivveerr mmoorree
ccoonnddeennsseedd ccooddee ssiizzee.. WWiitthh pprroodduucctt ccoossttss iinn mmiinndd,, tthhiiss iiss ggeenneerraallllyy ccoonnssiiddeerreedd aa vveerryy iimmppoorrttaanntt
iissssuuee..

� VViirrttuuaallllyy aallll mmaatthheemmaattiiccaall mmooddeelllliinngg ttoooollss ggeenneerraattee CC ssoouurrccee ccooddee..

� CC ooffffeerrss ssiiggnniiffiiccaanntt pprroodduuccttiivviittyy ggaaiinnss wwiitthh ooppppoorrttuunniittiieess ffoorr ccooddee rree-uussee,, iimmpprroovveedd ccooddee mmaaiinnttee-
nnaannccee,, aanndd oonnggooiinngg ddeevveellooppmmeennttss oovveerr tthhee lliiffee ooff tthhee aapppplliiccaattiioonn..

However, using a high-level language such as C does not guarantee problem-free
code.

� C can be written in a structured manner that reduces the chance of producing
errors. But C can also be written in a very condensed manner, which is hard to
comprehend and dramat-
ically increases the likeli-
hood of introducing
errors. 

� The compiler does not
necessarily detect small
typing errors. Consider
the operators  &&, &, ||, |,
+=, =, and  ==, and think
of the ease with which a
typo will still lead to per-
fectly valid C code.

MMIISSRRAA CC™™ ccooddee cchheecckkiinngg
MMIISSRRAA CC SSUUPPPPOORRTT DDEELLIIVVEERRSS RROOBBUUSSTT CCOODDEE

if ((x = y) != 0)

�

MMIISSRRAA CC rruullee 3355 vviioollaattiioonn::
Assignment operators shall not be
used in Boolean expressions

Wouldn’t you like to be warned

for a construct like this?



� Not every programmer is fully aware of the
effects of all the possible constructs in the C lan-
guage. For instance, casts (implicit or explicit) can
cause both confusion and errors.

� A number of the features in C have not been well
defined. Other definitions of C features differ from
what the programmer would expect. Some com-
piler behavior is left undefined in the ISO C stan-
dard.

� One of the main reasons that C compilers do a
great job of generating compact, efficient code is
because of the limited run-time checking in C.

There are no
provisions in C
that would prevent arith-
metic exceptions such
as divide by zero, over-
flow, validity of address-
es or pointers, or sur-
passing array boundaries
from causing a runtime
software failure.

It is therefore easy to understand that pro-
grammers with a special interest in writing
robust, consistent code have a concern
with the programming language C.

MMIISSRRAA CC CCOONNCCEEPPTT

C is accepted as the standard for higher-
level language programming in embedded
systems, yet it is considered unsuitable for
programming safety-related applications. If
a safety-related application needs to be
programmed in a higher-level language,
and C is the language of choice, then there
are ways to avoid the drawbacks of C. Many of the compa-
nies developing safety-related embedded applications have
written guidelines to restrict the use of error-prone C con-
structs with the intention of reducing the probability of errors. 

Based on experience and expertise in automotive applica-
tions, as well as information from a number of public-domain
sources, the Motor Industry Software Reliability Association
(MISRA) defined a total of 127 programming rules applicable
when developing safety-related applications in C. In

Guidelines for the Use

of the C Language in

Vehicle Based Software

(MISRA C guidelines),
MISRA has defined a
core list of required
rules and supplemen-
tary set of advisory
rules. 

Although the MISRA C guidelines prescribe a wide range of
programming techniques, they can also be interpreted as
applying a subset of the C programming language that is
intended to be suitable for safety-related applications.

Conformance can be checked by reviewing the
code manually, by using static code analysis
tools, or by invoking integrated restrictions in the
embedded software development tools.  

The following list high-
lights some of the tech-
niques that are contained
in the MISRA C guide-
lines.

In the group "Comments,"
nested comments are pro-
hibited and it is advised
not to comment out sec-
tions of code.

In the group "Identifiers," a limit is defined of max 31-charac-
ter significance, and the use of identical identifiers is discour-
aged.

In the group "Types," the basic types char, int, short, long,
float and double should be replaced with typedefs indicating
the specific length (e.g., SI_16 for a 16 bit signed integer) and
the type char shall always be declared as either unsigned

char or signed char.

By definition, ANSI/ISO C compilers inter-
pret decimal integer constants with leading
zeros as Octal. To prevent confusing Octal
and Integer constants, the use of Octal con-
stants is prohibited. 

In the group "Conversions," the use of
implicit type conversions as well as redun-
dant explicit casts are prohibited.

In the group "Expressions," a rule describes
that the value of an expression should be

the same under any permissible order of evaluation, and
floating-point variables are not to be tested for exact equality
or inequality.

In the group "Control

Flow," the use of goto,
break and continue is
prohibited. Also a num-
ber of constraints on
the use of the if, else,
switch, and case con-
structs is defined.

The group "Functions"
defines a large number of required rules on the declaration
and use of functions.

The group "Pointers and Arrays" prohibits the use of non-
constant pointers to functions and discourages the use of
pointer arithmetic at all.

The group "Structures and Unions" requires that all struc-
ture/union members are named and referred to by name only.

I=((I==2) && (J<<=1))

�

MMIISSRRAA CC rruullee 3355 vviioollaattiioonn::
Assignment operators shall not be
used in Boolean expressions

Wouldn’t you like to be warned

for a construct like this?

I=(C<<8)

�

MMIISSRRAA CC rruullee 3388 vviioollaattiioonn::
A shift count shall be between 0 and
the operand width minus 1

Wouldn’t you like to be warned

for a construct like this?

if (si++ || (ei == 11))

�

MMIISSRRAA CC rruullee 3344 vviioollaattiioonn::
The operands of a logical && or ||
shall be primary expressions

Wouldn’t you like to be warned

for a construct like this?

A = 111;
B = 101;
C = 011;

�

MMIISSRRAA CC rruullee 1199 vviioollaattiioonn::
Octal Constants (other than zero)
shall not be used

Wouldn’t you like to be warned

for a construct like this?



This is only a small sampling from the 127 rules
that have been defined in the MISRA C guide-
lines. For a complete reference, read the
Guidelines for the Use of the C Language in

Vehicle Based Software by MISRA.

TTAASSKKIINNGG AANNDD MMIISSRRAA CC CCOODDEE

CCHHEECCKKIINNGG

As a result of the close involve-
ment in the development of the
Infineon Technologies TriCoreTM 32-
bit unified microcontroller-DSP
architecture, TASKING received
requirements from the automotive
industry to incorporate dedicated support for
the development of safety-related applications
into their TriCore software development tools. 

Since the initial release of the TriCore tools in
February 1999, TASKING has remained the only
toolset to integrate facilities for the enforce-
ment of best practice programming into their
embedded software development tool suites.
Today, MISRA C code checking is broadly
adopted and available in many TASKING tool
chains, including Infineon TriCore and C166,
STMicroelectronics ST10, Mitsubishi M16C,
Philips XA, and 8051 (more than two dozen
manufacturers supported).

The TASKING embedded software develop-
ment tools generally consist of a C/C++ com-
piler, Macro-assembler, Linker/Locator tools, a
professional editor, and the CrossView Pro
debugger. The Embedded Development
Environment (EDE) integrates all these tools
and offers an easy-to-learn/easy-to-use inter-
face for all of the necessary tools settings
and configuration of the target.

The TASKING C-compiler front-end technology
has been enhanced with additional
code checks that conform to the
MISRA C rules. During compilation of
the code, violations of the enabled
MISRA C rules are indicated with
error messages and the build process
is halted. The error messages clearly
identify where and how the program-
mer went wrong and guide the user
toward compliance with best practice
programming standards.

A pull down configuration menu in
EDE allows the activation of the
MISRA C rules to be applied for a
particular project. A predefined con-

figuration for conformance with the required
rules in the MISRA C guidelines is readily avail-
able. 

Alternatively, it is possible to read C settings
from an external configuration file. This 
feature is particularly useful in situations
where the development team needs to com-

ply with a specific
set of MISRA C
rules under man-
agement by the
company’s Quality
Assurance depart-
ment. 

To ensure compli-
ance with the

MISRA C rules throughout the entire project,
the Linker/Locator is able to generate a
MISRA C report. This report lists the differ-
ent modules in the project with the respec-
tive MISRA C settings at the time of compi-
lation. Filed in the company's quality assur-
ance system, this report can provide proof
that company rules for best practice pro-
gramming have been applied in the particular
project.

So, under the guidance of MISRA C code
checking in the TASKING embedded soft-
ware development tools, programmers can
now write code that contains fewer error-
prone C constructs and consequently devel-
op more robust embedded systems. This
will be profitable for many application areas,
including safety-related application areas
such as the automotive industry, which
developed the guidelines on which MISRA C
code checking is based, as well as medical,
industrial automation, communications, com-
puter, and aerospace applications.

for (F=0.0; F<10.0; F++)

�

MMIISSRRAA CC rruullee 6655 vviioollaattiioonn::
Floating Point variables shall not be
used as loop counters

Wouldn’t you like to be warned

for a construct like this?

MY_UCHAR uc;
MY_SHORT si;
...
uc=si;

�

MMIISSRRAA CC rruullee 4433 vviioollaattiioonn::
Don’t use implicit conversions which
may result in information loss

Wouldn’t you like to be warned

for a construct like this?

FFrroomm LLeehhmmaann BBrrootthheerrss:: 

“Since pioneering the con-

cept of 'cross-development'

over 20 years ago, TASKING

has been the industry

leader in the development,

manufacture, and support

of software development

tools, such as C/C++ com-

pilers and debuggers for

microcontrollers/proces-

sors and DSPs.”

With the introduction of

MISRA C advanced code

checking, TASKING has

continued this long tradition

of innovation in compiler

technology.

if (EF==0)

�

MMIISSRRAA CC rruullee 5500 vviioollaattiioonn::
Floating Point variables shall not be
tested for exact equality or inequality

Wouldn’t you like to be warned

for a construct like this?
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